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Abstract. Currently the digital multimedia data can easily be copied. Digital
image watermarking is an alternative approach to authentication and copyright
protection of digital image content. An alternative embedding watermark based
on human eye properties can be used to effectively hide the watermark image.
This paper introduces the embedding watermark scheme along the edge based
on the concept of psychovisual threshold. This paper will investigate the sensi-
tivity of minor changes in DCT coefficients against JPEG quantization tables.
Based on the concept of psychovisual threshold, there are still deep holes in
JPEG quantization values to embed a watermark. This paper locates and utilizes
them to embed a watermark. The proposed scheme has been tested against vari-
ous non-malicious attacks. The experiment results show the watermark is robust
against JPEG image compression, noise attacks and low pass filtering.
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1 Introduction

Currently, an efficient access internet makes it easy to duplicate digital image con-
tents. In addition, current mobile devices view and transfer compressed images heav-
ily [1]-[4]. Image watermarking is one of the popular techniques to manage and pro-
tect the copyright digital image content. Most of the image watermarking techniques
exploits the characteristic of Human Visual System (HVS) in effectively embedding a
robust watermark [5]-[7]. HVS is less sensitive to noise in highly textured area [8]
and significantly changing region of an image. Human visual properties can be util-
ized in embedding process by insert more bits of watermark image for each block
which has complex textures or edges on an image. The watermark with significant
coefficients is more robust if it resides near round edges and texture areas of the im-
age [9]. This paper proposes an embedding watermark scheme along the edge of the
host image. This scheme enables the watermark to be more robust against non-
malicious attacks.

The organization of this paper is given as follows. The next section will give a
brief description on the concept of pshycovisual threshold for image watermarking.
Section 3 presents an experimental design of the image watermarking. The
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experiment results of the propose watermark scheme are presented in Section 4. Sec-
tion 5 concludes this paper.
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Fig. 1. Average reconstruction error of an increment on DCT coefficient on the luminance for

40 natural images
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Fig. 2. Average reconstruction error of an increment on DCT coefficient on the chrominance
for 40 natural color images

2 Psychovisual Threshold Based on Reconstruction Error

A psychovisual threshold has been generated from a quantitative experimental
method. The image is divided into the 8x8 size blocks pixels and then transformed by
2-dimensional DCT. The resulting transformed coefficients are incremented one by
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one on each frequency order. The DCT coefficients are incremented up to a maximum
order of JPEG quantization table values. The effect of incrementing DCT coefficients
are measured based on the image reconstruction error from the original image. The
average reconstruction error from incrementing DCT coefficients for 40 natural im-
ages is shown in Fig. 1 and Fig. 2. The green line represents average image recon-
struction error based on minimum quantization value of each order while the blue line
represents average image reconstruction error based on maximum quantization table.
The effect of incremented DCT coefficient as the frequency just noticeable difference
of image reconstruction is investigated. The average image reconstruction error scores
for each frequency order from order zero until order fourteen shall produce a transi-
tional curve. In order to produce a psychovisual error threshold, the average recon-
struction error is set by smoothing the curve line of image reconstruction errors as
presented the red line. According to Fig. 1 and Fig. 2, there are gaps and loopholes in
the popular JPEG quantization table. The gap is identified as the difference between
minimum error reconstruction based on JPEG quantization table and an ideal error
threshold reconstruction. We choose the gaps in the lower order because the water-
mark overthere is more robust against JPEG compression. The locations of loopholes
in the popular JPEG quantization tables based on error threshold level are shown in
Fig. 3.
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Fig. 3. The locations if embedding watermark within 8x8 DCT coefficient for luminance (left)
and chrominance (right) of new quantization tables QVL and QVR based on the psychvisual thre-

shold

The watermark is expected to survive better in these deep holes against JPEG stan-
dard quantization tables QCL and QCR for luminance and chrominance respectively.

These gaps can be computed as follows:

O =0v Q. (D
Oor = O — Ocx (2)

The location of embedding watermark image is in 8x8 DCT coefficient as depicted
and blacken cell in Fig. 3. Each block is embedded watermark image randomly in
blacken cells along the edge within the host image.
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3 Experimental Design

An experimental sample uses a 'Lena' image 24-bit with size 512x512 pixel as a host
image. The binary watermark image W "UTeM logo" has image size 32 x 32 pixels as
shown in Fig. 4.

Fig. 4. Original watermark image consists of 32x32 pixels

The edge of a host image is computed using Canny edge detection to determine the
edge location [11]. A sample Lena image is divided into blocks, each block consists
of 8x8 image pixels. The host image is embedded a one-bit watermark for each edge
image. The Random Numbers Generator (RNG) is an important computation in term
of embedding process to generate the random numbers based on a secret key. The
secret key is employed to encrypt and decrypt the watermark during watermark inser-
tion and extraction. This paper implements mersenne twister method to generate ran-
dom numbers for the embedding watermark scheme. —

3.1 Watermark Weight

The watermark that will be embedded into the host image is subjected to JPEG quan-
tization table values. The quantization value that will be used as watermarks of em-
bedding process is given as follows:

Wor = {18, 17,16} and Wycr = {21, 26, 26} 3)
where the watermark weight depends upon the random numbers from a private key.
0.5 if RNG(i,])=1and RNG(i,2) =1

1 if RNG(i,])=1and RNG(i,2)=0 4)
0.5 if RNG(i,1)=0and RNG(i,2) =1
1 if RNG(i,])=0and RNG(i,2)=0

The calculation of the watermark quantity is given as follows:
Q@) =RNG(i)-a-W, (5)

Consider a given 8x8 image block, if the watermark W is 1, the watermark image is
multiplied by "+1" and added to the host image whereas the watermark W is 0, it is
multiply by "—1" or subtracted from the host image. Each set occurs in the each pixel
along the edge. This paper proposes an effective watermark embedding along the
image edge randomly without degrading the visual image quality perceptually. If the
watermarked image is disturbed along the boundary of an object in the image means
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that the watermark will be degraded. Consequently, the host image lost its value
whenever the visual aesthetic of the image was degraded.

3.2  Watermark Insertion

The most popular embedding watermark in frequency domain is in the most signifi-
cant coefficient region [12]. It is a trade-off between robustness and imperceptibility.
In this paper the watermark is embedded in the loopholes based on JPEG quantization
tables. The embedding watermark is added along the edge of an object in the image.
At the same time, a random process based on a key is used in the embedding a water-
mark or not along a given edge. The number of bits from watermark image to be em-
bedded depends upon the numbers of edge image on each image block. The water-
mark weight will make sure that the watermark is perceptually invisible. This water-
mark procedure is as follows;

a. Take the host image block as an input (the size of an image block is 8x8 pixels).

b. Detect the edge image using Canny edge detection to the input image block.

c. Transform the image block by 2-D DCT if there are more than ten edges in image
block.

d. Generate a unique random number based on a private key.

e. Determine the location for the watermark based on random numbers. The random
numbers also used to generate the watermark weight which is one or half JPEG
quantization value.

f. Embed the watermark into the loopholes when the block image has more than ten
edges. Embedding value —1 or +1 when the watermark is O or 1 respectively.

Fig. 5. An enhance absolute difference between the original image and the watermarked image

3.3 Watermark Extraction

The blind detection will be applied to extract the watermark image. This technique
does not require an original host image for watermark detection. The watermark im-
age can be obtained by using inner product approach. The watermark is extracted
from the host image along the edge image [13]. The watermark image is dispersed
randomly along the edge. The watermark is detected by computing correlation be-
tween the watermarked image and the watermark code. The difference between wa-
termarked image and original image is enhanced and shown in Fig. 5. The extraction
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of watermark involves a secret key to generate pseudo random numbers. This extrac-
tion is the inverse process of watermark embedding. The extracted watermark algo-
rithms which includes the following steps:

a. Take the watermarked image block as an input (the size of image block is 8x8
pixels).

b. Detect of the edge image using Canny edge detection.

c. Transform the image block by 2-D DCT if there are more than ten edge image in
image block.

d. Generate pseudo random numbers based on private key, these random numbers
are used to find the location of watermarked image block.

e. Extracted watermark using inner product algorithm. In order to extract the ex-
tracted sequence of the X{x'(i), (1 <i< N)} where x (/) > 1 means that the wa-
termark is 1 and x (i) < 0 means that the watermark is 0. The correlation coeffi-
cient in the below is used to decide if the watermark image exists in the image as
follows:

p=X-X* (6)

where X - X “is the inner product of X and extracted sequence of the X". If the cor-
relation coefficient between watermarked image X and extracted sequence X' is
larger than a threshold, we determine that watermark exists.

3.4 Image Watermarking Evaluation

In order to evaluate the concealing of the watermark, the standard Peak Signal to
Noise Ratio (PSNR) is calculated to measure the quality of extracted watermark im-
age. The comparison between the recovered watermark and the original watermark is
quantitatively analysed by using Normalized Cross-Correlation (NC) [13], which is
defined as follows:

where the W(i, j) is the original watermark image and W (i, j) is the recovered wa-
termark image. MxN is the watermark image size and the value of NC is between 0
and 1. The higher value of NC means that the recovery watermark image is closer
towards the original watermark image and more robust. In order to evaluate the per-
formance of this watermarking scheme, the watermarked image undergoes various
non-malicious attacks such as JPEG image compression, gaussian white noise, salt
and pepper noise and gaussian low pass filter.
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4 Experimental Results
This section examines the robustness of the image watermarking scheme against non-
malicious attacks. Several experiments are tested to evaluate its performance of

watermarked image and the results are shown in Table 1.

Table 1. Various Attacks for Watermarked Image

Various attacks NC PSNR

JPEG compression 0.8435 35.4610
Gaussian white noise 0.01 0.7183 20.2163
Salt & pepper noise 0.02 0.8003 22.1565
Gaussian low pass filter 3x3 0.9572 42.5371

The results of watermarked images and the corresponding extracted watermark af-
ter various non-malicious attacks are shown in Fig. 6 and Fig. 7.

Fig. 6. The results of watermarked image from (a) JPEG image compression, (b) Gaussian
white noise 0.01, (c) Salt and pepper 0.02 and (d) 3x3 Gaussian low pass filter
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(a) (b) (© (d)

Fig. 7. The extracted watermark image after from (a) JPEG image compression, (b) Gaussian
white noise 0.01, (c) Salt and pepper 0.02 and (d) 3x3 Gaussian low pass filter

Human visual system and its sensitivity are utilized in the design of this embedding
watermarking scheme. The advantages of this watermarking scheme are the water-
mark image is perceptually invisible to the human eye and robust to non-malicious
attacks. The destroying the image edge will remove the watermark. It also means that
the quality of the host image will be damaged considerably.

The experimental results indicate that the watermark is resistance against non-
malicious attacks. The recovered watermark changes slightly in comparison with
original watermark and there is no significant change in visual perception between
host image and watermarked image. Table I shows the comparison NC and PSNR of
the proposed watermark against Gaussian low pass filter, JPEG compression, salt and
pepper noise. The watermark scheme has a great resistance to salt and pepper noise.
The results indicate that the proposed scheme is robust against the JPEG image com-
pression. The extracted watermark image can be damaged but the visual perception of
watermark still can be seen by human eye.

5 Conclusion

Digital image watermarking becomes an important technique for management and
copyright protection. An effective secure embedding watermark based on human
visual system properties is explored. The quantitative experiment of psychovisual
error threshold level on natural images has been done. According to visual threshold
model, there are gaps within the standard JPEG quantization tables. The embedding
watermark image on loopholes based on JPEG quantization tables has been investi-
gated. The watermark image is embedded along the edge based on psychovisual
threshold visually invisible to human eye. The watermark is robust to non-malicious
attacks. The experimental results show the extracted watermark image survives
against JPEG image compression. In addition, the image watermarking scheme has
strong resistance against added noise and low pass filtering.
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